Trafford Council Social Media Guidance

SOCIAL MEDIA

Social media includes various websites such as Facebook and Twitter which are the two
most popular social networking providers, video sharing websites like YouTube, a variety
of blogs which enable users to post their own articles and allow visitors to leave feedback,
discussion forums and other social networking platforms of communication that people
can use for educational or other purposes.

In recent years a huge number of people around the world have become active users of
social media. The rapid growth and widespread use of social media has changed the way
many people communicate and share information instantly.

Social media has made it very easy for us to communicate quickly and easily with family,
friends and acquaintances, as well as sharing experiences and letting others know of our
opinions and beliefs. These opinions and beliefs may be about world events or local
affairs, politics or religion, interests, affiliations, organisations, products, people, and a
wide variety of other topics. Our conversations and comments can be closely targeted or
widely broadcast to the point that depending on the subject, they can go viral.

DEALING WITH SOCIAL MEDIA ABUSE

Whilst social media offers tremendous opportunities to connect with people and to share
views it also attracts users whose use of a keyboard disconnects them from usual social
norms so that they resort to unacceptable abusive and offensive behaviour. Unfortunately,
this means that social media is also widely used by abusers.

Many perpetrators ‘hide’ behind the fact that they may not be able to be readily identified,
saying things that they wouldn’t consider saying face-to-face, which could be regarded as
cowardly.

Online abuse takes several forms, and victims are not confined to public figures. They can
do any job, be of any age, gender, sexual orientation or social or ethnic background, and
live anywhere.

Being the subject of such behaviour can be both intimidating and depressing.

This note offers some guidance as to how to deal with such individuals, who are generically
referred to as “trolls”, via your personal social media accounts.
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Whilst the behaviour of a troll can be extremely upsetting to their victim, not all of those
behaviours are sufficiently overt so as to contravene the rules of the social media platform
on which the troll lurks or to engage the criminal law.

This guidance deals with self-help and possible legal solutions.

TROLLS AND THEIR PSYCHOLOGY AND TACTICS

The term “troll” is not linked to a description of mythical creatures who prevent access to
bridges, but to a dictionary definition of a person who fishes, in this case a person who
fishes for a response and attention.

There have been a number of studies of trolls which have attempted to establish why they
behave as they do on social media. Those studies have tended to find that trolls have
unusually high standards of what it means to be successful and have often failed to achieve
those standards. This causes them to resent those they regard as being successful and to
attempt to bully them. In such circumstances their goal is to confuse and upset the object
of their attention.

Internet trolling is said to be strongly associate with narcissism, Machiavellianism,
psychopathy and direct and vicarious sadism.

TROLL TACTICS

Trolls use endless tactics to achieve their goals but there are nine common tactics
employed, consciously or otherwise by trolls:

1. Ad Hominem Attacks — where the attacker attacks the personal
characteristics of their opponent rather than the substance of the argument
itself. Acommon example is to brand someone by their perceived beliefs or
person traits to the exclusion of everything else.

2. Whataboutery — which is the tactic of responding to an argument by
accusing the opponent or something they support of something worse. In
many cases the “something worse” is disinformation or fiction, such as an
unsubstantiated allegation. A common example of that is statements such
as “Well I might have done this but look at what you are accused of doing”.

3. Sealioning — This technique involves a troll asking relentless questions
about the topic of discussion, even though the topic is likely to have been
explained in detail. Although the troll will try to appear to be keen to learn and
be civil, in reality their purpose is to keep their victim online and responding
to the troll for as long as possible in an attempt to derail the discussion.

4. Debate Obsessives — This is the technique of luring victims into an endless
debate, which is all the troll will say they desire to satisfy their perceived right
of freedom of speech. Rather than wholesome debate, it is an attempt to
waste people’s time.

5. Sockpupptery — This is where one person controls several different social
media accounts which they use to derail debates. It is a technique that is
deployed in cyberwarfare and astroturfing campaigns to create a false
perception of public opinion. It relies in part on the fact that not everyone on
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social media is who they say they are and debates between two false
identities who are in reality the same person.

6. Ardent Researchers — Common amongst conspiracy theorists, this genus
of troll likes to make wild and inflammatory claims which have included
allegations that COVID19 is a hoax or was caused by 5G masts and that
people who believe otherwise are “sheeple”. When challenged and asked to
produce the scientific or other evidence the troll will respond by suggesting
that “you do your own research”.

7. The Strawman Fallacy — This is the technique of re-writing the argument
that is the subject of discussion in a way which is ridiculously distorted or
exaggerated which is then easier to defeat. It is often deployed when dealing
with political or emotive subjects and may be adopted as part of a campaign
of sock puppetry.

8. Tribalism — which is where the troll will seek to create conflict and division
between different groups by engaging our natural tendency towards
tribalism. It is commonly deployed against members of different voting
groups, for example “leavers” and “remainers” and has also been deployed
between “mask wearers” and the “‘unmasked” in circumstances where
membership or otherwise of the group in question has little or no relevance
to the issue being debated.

9. Hate Mongering — Is the act of attempting to stir up hatred by making racist
or misogynistic remarks, the use of hate speech and sometimes threats of
physical violence. This is most overt tactic in the troll's arsenal and almost
always contravenes the rules of whichever social media platform they
happen to be using.

THE GOLDEN RULE — DON’T FEED THE TROLLS

Do not reply to a troll. Whether a troll's behaviour is the product of a desire to address their
own inadequacies, or it is part of an attempt at spreading disinformation, they are rewarded
by a response. Not only do responses feed their own egos, they also feed the algorithms
that assess the popularity of the troll's account and how far their reach spreads. Aresponse
could also make the situation worse.

The golden rule is don’t respond. Failing to respond denies the troll satisfaction and doesn’t
increase the popularity of their post, limiting the number people who will see their post. As
trolls are greedy and desire attention, they will quickly transfer their attention elsewhere.

If you really must reply:
e Take a screenshot of it, use the image of that screen shot in a new post on which
you post your reply. In that way any further comments will enhance your
algorithms, not the trolls.
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e Mute or block the troll immediately after you have responded so as to prevent them
coming back on your post.

BLOCK, MUTE AND REPORT

All forms of social media allow you to block individuals from posting on your social media
accounts. Some allow you an additional option of muting them. All forms of social media
have a mechanism for reporting abusive or inappropriate material.

The method of blocking, muting and reporting posts differs on different platforms:
Facebook

In order to report a post on Facebook click on the three dots that appear next to
the X in the top right- hand corner of the post. That will open a dropdown menu
which should include a “Report” button. If you do not see that button, click on “More
options”. Once you have clicked on the “Report” option you will be presented with
a selection of reporting options to choose from. Click on the most appropriate link
and follow the instructions.

In addition, the first drop down menu allows you to block the account that
generated the offensive content.

Instagram

Inappropriate contact on Instagram is reported by clicking on the three dots icon
on the top right of the post which will provide a dropdown menu which includes the
report option. A further menu will appear offering you a range of reasons for
reporting the post.

If you want to block an Instagram user from viewing your timeline or profile and
responding to your posts you must go the persons profile and click on the three
dot icon, from which you will be given the option of blocking that person or reporting
them to Instagram.

Snapchat

You can block a person who has sent you an offensive message by Snapchat by
long clicking on their username. You will then be offered the option of blocking
them and then after selecting that option you will be asked to give a reason for
blocking them, which includes an option of being harassed by the blocked person.

TikTok
TikTok users can be blocked or reported by accessing their username and then

clicking on the three do icon at the top right of their name and then using the drop
-down menu.
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Twitter
Twitter also allows you to block, mute, or report offensive content.

Blocking an account prevents the blocked person from following you, viewing your
tweets (unless they see a tweet of yours that is on someone else’s timeline) or
responding you your tweets. The blocked person will be able to discover that you
have blocked them if they visit your profile page.

Muting removes a person’s tweets from your timeline, but they can still follow you
and send you direct messages. The muted person may still reply to your tweets
and their replies may be seen by others.

You can access the option to block, mute or report a person from a message by
clicking on the three dots at the top right hand of the posts. You can also block a
person from their profile by clicking on the three dots icon there.

It would also be worth reporting the matter to the social network that was used. They will
have processes in place for such situations and may be able to simply remove the content
and even close down the person's account.

In appropriate cases, where an offensive post has been seen by others it is appropriate for
them to report the matter too, as social media companies are influenced by the number of
reports they receive.

SCREENSHOT OFFENDING POSTS

Whilst an individual post may not be sufficient to bring a troll into conflict with the rules of
the social media platform concerned or to engage the civil or criminal law a course of
conduct inappropriate may do.

It is therefore important to keep a record of what takes place which identifies the account
from which the offensive behaviour came and what was said.

It is not uncommon for people who practice abuse on social media to have multiple accounts
in different names to enable them to avoid the consequences of being banned or restricted
by the social media companies. Screen shots can often identify those multiple accounts.

LEGAL RESPONSES

CRIMINAL OFFENCE

Whilst not all of the tactics deployed by trolls amount to criminal offences, some online
behaviour will contravene the criminal law.

If a person sends you threatening, abusive or offensive messages via Facebook, Twitter or
any other social networking site, they could be committing an offence.
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Such behaviours include harassment and stalking as well as making threats to kill or commit
criminal damage. Offences may also be committed where an individual creates a parody
account which they try to pass off as being genuine or photoshop images of their intended
victim.

The most relevant offences are 'harassment’ and 'malicious communications'. For
harassment to be committed, there must have been a clear 'course of conduct'. That is, two
or more related occurrences. The messages do not necessarily have to be violent in nature
but would need to have caused some alarm or distress.

If there has only been a single communication, it's unlikely it would qualify as harassment,
but could be considered a malicious communication. For such an offence to be committed,
a message must be sent to another person, or sent via a public communications network,
that is indecent, grossly offensive, obscene, threatening or menacing.

How to report online harassment, malicious messaging or distribution of private
sexual images without consent

You can report harassment, malicious messaging or distribution of private sexual images
without consent to police online or by calling them on 101.

The Police will confirm whether an offence has been committed, based on the full facts and
your individual situation. To assist with the investigation, the Police urge you not respond to
the message as it may encourage the sender and make the situation worse.

If possible, take a screenshot of the message so if it gets deleted later there will still be a
record of what was said.

Again, report it to the social network that was used.

CIVIL ACTION

There may be cases where a civil injunction can be sought against a known offender to
prevent them continue to target an individual.

To obtain an injunction the court must be satisfied that an individual has engaged in, or
threatens to engage in, conduct capable of causing nuisance and annoyance to the victim.

You can take someone to civil court if:

« they've harassed you more than once - this includes stalking
o the harassment made you feel distressed or alarmed

The court can order the person harassing you to stop - this is called getting an
‘injunction’.

If you are being harassed on social media via your own personal accounts, for reasons
which are not connected to your role with the Council as an officer of member, as an
individual you should seek independent legal advice in respect of an injunctions. Whilst
the Council’'s legal team may not be able to provide you with legal advice, it can support
you to get the independent advice that you need.
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Where there are concerns that a troll's behaviour is targeted at you as a member or officer
because of their role with the Council, specific advice should be sought from the Council’'s
legal team who will consider any action we are able to take on your behalf.

You can contact the legal team via email at legal@trafford.gov.uk or you can contact
Dominique Sykes, Director of Legal and Governance, or Emma Malpas, Head of Legal and
Governance directly.

SPEAK OUT & SEEK HELP

MENTAL HEALTH

The directed behaviour of trolls is known to have an adverse effect on their victim’s mental
health.

Their attention is often inescapable unless you take action to block their offensive material
from appearing on your timeline. It can create worry and embarrassment as to what other
people might think about you.

Whilst your head might tell you that being trolled is a symptom of a troll's inadequacies, your
emotional reaction may be different.

The Council can provide access to a range of support. Please see the Council’s intranet
pages for useful links such as:

http://cms.intranet.trafford.gov.uk/Health-safety-wellbeing/Mental-Health-and-
Wellbeing.aspx

You can also contact HR colleagues who will help you to explore the support available.
COLLEAGUE SUPPORT

Talk to us, let us help you to deal with what you are going through. We are always available
to provide help and support to anyone that has concerns about their exposure to online
abuse.

Talk to someone that you feel comfortable with or if you prefer, contact Dominique Sykes,
Director of Legal and Governance, or Emma Malpas, Head of Legal and Governance. It
doesn’t matter who you reach out to, it is just important that you get the help you need.

Across the Council we have a wealth of knowledge, expertise and experience. We will
explore all ways in which colleagues across the Council can come together to support you
to get the help that you need. You are not on your own.
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